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Figure 1: I-VESTdisplay with selected node and reflected highlighted emails in list view after expansion on ”From” field

ABSTRACT

Lawyers and investigators are often presented with large email
datasets that contain emails that are not all relevant to any given
investigative search. They must often manually comb through in-
formation contained within these large datasets in order to find the
information they need, expending large amounts of time and money
in the process. Our work offers an interactive visual analytic alter-
native to current methodology. We introduce a method for reducing
the number of emails that need to be viewed in a large dataset while
also giving the user a quick overview of possible contents and rela-
tionships in a set of results.
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1 INTRODUCTION

In general, when conducting an investigative search through emails
it is the answer to the questions who, what and when that an inves-
tigator seeks. Currently much of the investigation of emails is done
using keyword searches of both the contents and headers of each
email. The investigators sort through results from these searches
manually and read huge numbers of documents to find pertinent in-
formation. This process is frequently accomplished by hiring exter-
nal companies who specialize in looking for the proverbial needle
in this haystack.

I-VEST offers a method for reducing the number of emails that
need to be viewed in a large dataset while also giving the user a
quick overview of possible contents and relationships in a set of re-
sults. It does this by giving effective visual feedback. Our method
is based on the visual presentation and analysis of important en-
tities, keywords, people in an email and the possible relationships
between these three. The level of importance in any given set of
emails can be defined in different ways depending on the field.
In some cases what is important can mean the most frequent. In
other cases it could be determined using a TF-IDF type of algo-
rithm. Our visual presentation is based on a graph where nodes
represent collections of emails (answering the who, what or when
questions mentioned above) and the edges of the graph represent re-
lationships between the elements in the nodes. Nodes can represent
senders, receivers, entities or keywords. The edges show all rela-
tionships between the various nodes. Nodes can quickly be moved,
combined, deleted or selected to create subsets or expansions.

2 RELATED WORK

In addition to displaying a graph of terms and relationships our sys-
tem also displays lists of terms in each of the fields so that a user can
easily identify the most common or important senders, receivers,
entities and keywords within the results. The user can chose to ex-
pand the graph based on these terms and selected nodes or edges.
This allows for the discovery of hidden relationships within data
that might otherwise remain undiscovered. This iterative process
of selecting and expanding is key to quickly finding the emails that
are relevant to an investigation. This work was highly influenced by
the Jigsaw Project at Georgia Tech by J. Stasko et al [4] [5]. Jigsaw
focuses on supporting the investigative process by creating tools
that help an analyst find and map relationships found in datasets.
These relationships can be between people, places and things in
any combination. These tools help the analyst piece together a co-
herent story from information contained in the document set which,
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according to its authors, is limited in size to several thousand docu-
ments. Since jigsaw does not focus on emails we observed that dif-
ferentiating between information that is contained within the email
header as opposed to information contained with in the body of the
letter as well as finding relationships between the two is no easy
task. We also reviewed work on email visualizations [2] [3] and
email analysis [1]. However, we found that there is little previous
work on using visualization for analysis of both the content and
relationships in email datasets.

3 I-VEST PIPELINE

Our system creates an interactive visual pipeline which allows a
user to explore the content and relationships between emails con-
tained within a target dataset. This pipeline allows an analyst to
control the exploration of emails while being guided by intelligent
suggestions from our system. Visualization guides the user toward
information and relationships contained within the emails which
may be important.

3.1 Creating the starting point
The process of analyzing the email dataset starts with a user defined
keyword search or searches of one or more email fields. Currently
these fields include the usual email header fields, extracted entity
fields, and the body of the email. The email header fields include
To, From, Cc and Date. Extracted entities include People, Loca-
tions, Organizations and Dates from the body of the emails. By
using a search to begin the investigation we give the user a familiar
starting point.

3.2 Displaying the results
Results from the searches are presented in a cumulative fashion in
three separate views. The first view is a list of emails that shows
dates and subject lines and is sorted by date. The contents of the
emails can be viewed by selecting them from this list. This display
can also be used to remove emails from the results.

The second view is a network graph display of nodes and edges.
Each node in the graph represents emails that contain a keyword
represented by the node label. The field that the keyword was found
in is indicated by the color of the node and the size of the node in-
dicates the number of emails represented. Each edge represents
files that are in common between two nodes that are connected by
the edge. The thickness of the edges represents the number of docu-
ments. There is a small timeline at the bottom of the graph view that
shows the density of emails sent over a timespan between the oldest
and newest emails contained in the nodes. The number of emails
in the results as well as the number of emails in selected nodes are
also displayed at the bottom of this view. The emails in the list
and graph views are always synchronized. The selection highlights
are also mirrored to clearly show the relationships between nodes,
edges and emails. The third view is a list of important keywords
in each field found in the emails represented in the first two views.
The importance of keywords is determined either by a TF-IDF al-
gorithm or the frequency within which they appear depending on
the field that the keyword is in. This view of the keywords acts a
quick guide to the searcher about the contents of all emails in the
displays.

3.3 Filter and Expand
The three views can be used to explore and refine search results
by filtering and expanding. The nodes and edges can be selected
and highlighted in the graph view. The nodes can be filtered by
removing, combining and subsetting of the selected results.

Emails selected in the list view can be used to filter the results by
deleting the emails. When emails are deleted they will be removed
from all nodes that contain them. When a node becomes empty it is
removed from the display. The full headers and contents of emails

can be examined in a separate window with the important keywords
highlighted.

The keywords in the list view can be used as a shortcut for
searches. When the user clicks on one of the keywords in the list
view the system executes a search for the keyword in its field which
will create a new node to represent the results.

Selected nodes, edges or emails can be used for expansion. Ex-
pansion is a way to let the system intelligently show the user other
emails that are related to the selection by creating a new set of nodes
by examining the contents of the current selection. The expansion
process can both help the user better understand the relationship be-
tween information or entities in the selected emails as well as the
overall collection of emails in the dataset.

While exploring a dataset the user can back up (undo) through
the steps taken to create each display and move forward in a dif-
ferent direction if desired. The iterative process of filtering and
expanding is repeated until the search is successfully completed.

Our work has contributed two significant inroads in email anal-
ysis. First, we facilitated viewing the relationship between the con-
tent of emails and the social network of senders and receivers as a
component of the search results. Second, we made it possible to
separate out extracted entity fields and show the relationships be-
tween them and the other search results.

4 DISCUSSION AND FUTURE WORK

Using I-VEST to explore the Enron Trial dataset as well as our own
personal email accounts has shown that searching for specific in-
formation using a limited starting search can be done quickly and
successfully. In addition when using I-VEST we found unexpected,
unusual and interesting relationships within the emails we looked
at. These would have been extremely difficult to find using a nor-
mal email search. The model of displaying relationships between
extracted entities, keywords and metadata provides a powerful base
for searching and investigating large email datasets.

We have made I-VEST available to some academic users to allow
them to explore their own Gmail accounts. We did so to incorporate
the feedback we receive from them to improve the interface and
make it easier to navigate through email search results. In addition
we will use the feedback we obtain to improve the algorithms used
to determine interesting or important keywords, entities and people
in search results.

Our next step is to begin testing our tool with student investiga-
tors on publicly available datasets in order to observe the efficacy
of finding information in an unfamiliar set of emails. In addition
we would like to expose our tool to professional investigators and
attorneys in order to determine the potential effectiveness of our
techniques in actual ongoing email investigations. This work was
supported in part by the NSF (under grant 0966187)
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