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 How can we maintain ongoing operations?

 What could happen if a critical system is impacted?
* What are the most critical systems at risk of attack?
 What cyber resources will be needed in the future?
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* Does this attack matter? * What did the bad guys do/take?
* How serious is the attack? * Is it a good day on the network?
* What do | do about the attack? * How is my network different

« Are there any negative effects? ° from last week?
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* Does this attack matter? * How successful was the attack? -

* How serious is the attack? * What did the bad guys do? S ce n a rl OS S 0 u rces Of Data
* What do | do about the attack? * What did the bad guys take?

* Are there any negative effects?
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Scenarios aided us to build our DATA SOURCE

prototype for crafting stories MaxMind Database (IPs)
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Goals Identify anomalous network behavior
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 Event: report of an attacker that downloaded information

* What does my network look like? « How was my network attacked?

SUIEGETENER) E0 e MRS Ol D &l S e 7 I e  Trend: detecting correlated events from other reports or alerts

* last night? What'’s different? * Does this attack matter?
* Is something bad happening? * What did the bad guys do?

Key Questions
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